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Abstract 

Mobile Ad-hoc Network (MANET) is a self 

configuring network which allows nodes to 

enter the network and also leave the network 

in a random manner without notification to the 

network. This dynamic nature allows the 

malicious nodes to enter the network and 

attack other legitimate node. To ensure the 

security in network it is necessary to detect 

attacks or malicious nodes and notify the 

network. In this paper, we have proposed an 

algorithm for Reducing False Positives using 

Optimal Node selection in MANET. This 

technique raises an alarm if any node detects 

its neighbour to be malicious and then it is 

validated to check for false alarm. In this way, 

network performance is enhanced by utilizing 

the optimal nodes with lesser security costs for 

further traffic handling. 

Keywords: Malicious Node, Optimal Node, 

False Positives, Security Cost 

1. Introduction 

1.1 Mobile Ad-hoc Network (MANET) 

MANET is basically made up of several 

mobile nodes which can also perform the 

functions of a router. MANET is used widely 

used due to factors like node mobility, 

wireless network type, effective linking ability 

with other nodes. In applications where the 

user is not fixed and keeps moving 

continuously, then this network type becomes 

very useful. In MANET, several nodes enter 

into the network and some also get removed 

out of the network. This may occur due to 

several causes [1]. 

A Mobile Adhoc Network   is a collection of 

independent mobile nodes that can 

communicate to each other via radio waves. 

The mobile nodes that are in radio range of 

each other can directly communicate, whereas 

others need the aid of intermediate nodes to 

route their packets. Each of the nodes has a 

wireless interface to communicate with each 

other.  These networks are fully distributed 

[2]. 

1.2 Characteristics of MANET 

 

MANET has many features which is critical to 

its network performance. Some of the 

important characteristics of MANET are: 

1. Dynamic topology 

2. Distributed Network Operation 

3. Light weight and autonomous terminals 

4. Shared physical medium 

 

1.3 Limitations in MANET 

http://www.ijcns.com/
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MANET faces several disadvantages due to its 

features like infrastructure less network type, 

dynamic topology, etc. Some of the major 

limitations faced by MANET are: 

1. Lack of central node to control the network 

operations. 

2. Node operations should be performed with 

care so as to avoid the issue of running out of 

the power supply. 

3. No precise boundary line: Since nodes can 

enter and exit the network in a random 

manner, it is not possible to consider any 

specific boundary.  

4. Scalability: The dynamic nature mobile 

nodes make it a difficult task to maintain the 

scalability of the network. 

5. Security concerns: In MANET, the 

malicious nodes to attack the network and 

cause security issues. 

6. Resource Unavailability: No specific 

resource allocation process in MANET 

because of the distributed architecture. [3]. 

 

1.4 Advantages of MANET 

There are few advantages of MANET because 

of its dynamic nature these are: 

1. The nodes also function as routers in 

MANET. 

2. Design cost is reduced because MANETS 

are infrastructure less. 

3. Distributed nature of the network reduces 

the operation cost. 

4. Its self healing as nodes keeps moving 

dynamically [4]. 

 

1.5 False Alarms in MANET 

False alarms may occur when the nodes in 

network plays as selfish. A  false alarm 

protocol, also called alert alarm, is erroneous 

report of presence of malicious node in 

network, causing unnecessary changes where 

they are not needed.   Efficient and timely 

False alarm protocol becomes a prime task of 

intrusion  management of  mobile  ad  hoc  

network,  a  prerequisite  for  good  utilization  

of  packets  on  the  network,  and  a  crucial  

feature  for  the usability of mobile ad hoc 

networks [5].  

There are two types of false alarm protocol. 

They are: 

1. False alarm protocol for Infrastructure 

network. 

2. False alarm protocol Infrastructure less 

network. 

 

2. Related Works 

Guo Yuanbo et al [8] have proposed a 

mechanism Design Based Nodes Selection 

Model for Threshold Key Management in 

MANETs. In this paper we formulated the 

dynamic nodes selection problem as a 

combinatorial optimization problem firstly, 

with the objectives of maximizing the success 

ratio of key management service and 

minimizing the nodes’ cost of security and 

energy, and then proposed the incentive 

compatible mechanism to implement the 

optimal nodes selection process in MANETs, 

to ensure the truth-telling is the dominant 

strategy and so prevent the emergence of 

selfish nodes. 

Shiau-Huey Wang et al [9] have proposed An 

Exchange Framework for Intrusion Alarm 

Reduction in Mobile Ad-hoc Networks. Our 

model selects  the node with the best 

connectivity as the temporary centralized node 

for collecting all local alarms. Subsequently, it 

utilizes majority-voting strategy to detect false 

alarms. After false alarm reduction, an 

accurate local alarm is broadcast as a global 

alarm for notifying the entire network of the 

attacker existence. This model has the 

advantages of alarm reduction and low time 

overhead. The experimental results 

demonstrate that our solution is scalable and is 

not influenced by mobility.  Extra alarm 

exchange and  verification messages cause 

low time and message overhead. 

Jianfeng Ma et al [10] have proposed 

Incentive-Based Optimal Nodes Selection 
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Mechanism for Threshold Key Management 

in MANETs with Selfish Nodes. Then, to 

ensure truth telling is the dominant strategy 

for any node in our scenario, we extend the 

payment structure of the classical Vickrey-

Clarke-Groves (VCG) mechanism design 

framework and divide the payment into pieces 

to the nodes, with the consideration of their 

actual execution effectiveness. Simulations 

show that the proposed mechanism enjoys 

improvements of both the success ratio of key 

management service and lifetime of the 

network, as well as reductions of both the cost 

of participating nodes and compromising 

probability of MANETs, compared with the 

existing work. 

3. Proposed algorithm for Reducing False 

Positives using optimal node selection in 

MANET 

3.1 Overview 

In this work, we propose to design algorithm 

for Reducing False Positives using optimal 

node selection.In this mechanism, after 

estimating the trust values from the 

monitoring nodes, the co-ordinator node.In 

order to reduce the false positives and the 

information overhead, the alarm exchange and 

reduction mechanism [9] is applied. In this 

mechanism, the alarms or intrusion detection 

warnings from the monitoring nodes will be 

aggregated by the co-ordinator and validated. 

Then a global alarm will be broadcast by the 

co-ordinator. Thus, the proposed solution 

performs reduction of false-positives using the 

optimal node. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1: Block Diagram 

3.2 Selection of Co-ordinator Node 

In this technique, MANET is divided into 

several smaller groups based on the hop 

distances. In each group, a co-ordinator is 

selected [9]. It is responsible for handling the 

network operations effectively. The process of 

co-ordinator selection is described in 

algorithm 1.  

Algorithm 1 

1. Each node in the network monitors its one-

hop neighbour node and each node in turn is 

Group is formed 

Node with maximum neighbors is selected as Co-ordinator 

Local alarm is raised if a node detects a malicious 

neighbor 

Co-ordinator validates all the local alarm 

If valid, global alarm is sent throughout network 

Co-ordinator collects all local alarm 

Selection of 

Co-ordinator 

Reduction of 

false positives 
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also monitored by its surrounding one-hop 

neighbour nodes. 

2. All nodes within two hop distance form a 

G. 

3. Each member of a G, maintains information 

about the one hop neighbours of all its one 

hop neighbour nodes. 

4. The node with maximum number of one 

hop neighbours is selected as a C. 

5. If more than one node in the G, has 

maximum number of one hop neighbours, 

then the nodes with lowest MAC address is 

selected as a C. 

After the selection of the Co-ordinator in 

every group in the network, then it performs 

the group based operations to enhance the 

overall network operations. 

3.3 Reduction of False Positives  

Intrusion Detection in the network is critical to 

ensure network security. During intrusion 

detection in the network, nodes which detect 

any malicious nodes, raise local alarm to 

notify the co-ordinator node [9]. Then the co-

ordinator node validates each alarm in order to 

avoid any false alarm. This process is 

described in algorithm 2. 

Algorithm 2 

1. The member nodes send a ALocal to its C 

whenever it suspects any of its neighbour to 

be malicious. 

2. C collects ALocal from all its members. 

3. If the link between any member and C is 

broken, then the C will wait for the ALocal for a  

Tth . 

4. If the C does not receive the ALocal from the 

disconnected member within the Tth, then C 

sends a AREQ to that member. 

5. On receiving AREQ, the member resends 

the ALocal. 

6. Then based on the received ALocal, the C 

initiates the validation process. 

7. To validate each ALocal case, raised w.r.t a 

suspicious neighbor by other members, the C 

considers Nraised and Nnot_raised. 

8. If Nraised > Nnot_raised, then the ALocal  is 

considered as valid alarm. 

9. Nraised < Nnot_raised, then the ALocal  is 

considered as false alarm. 

10. All the false alarms are ignored by the C. 

11. The valid ALocal  is then converted into a 

AGlobal and is broadcasted throughout the 

network through the nodes with minimum 

costs detected in algorithm 2. 

Thus, the false alarms are detected and 

avoided. This helps in avoiding the extra costs 

incurred due to security compromise. 

4. Simulation: 

4.1 Simulation Parameters 

We use NS2 to simulate our proposed 

Reducing False Positives using optimal 

node selection. (RFPON) protocol. We use 

the IEEE 802.11 for wireless sensor networks 

as the MAC layer protocol. It has the 

functionality to notify the network layer about 

link breakage. In our simulation, the number 

of nodes is varied as 20,40,60,80 and 100. The 

area size is 1000 meter x 1000 meter square 

region for 50 seconds simulation time. The 

simulated traffic is Constant Bit Rate (CBR).  

 4.2 Performance Metrics 

We evaluate performance of the new protocol 

mainly according to the following parameters. 

We compare the (EFIAR) [9] protocol with 

our proposed RFPON protocol. 

Average Packet Delivery Ratio: It is the ratio 

of the number of packets received successfully 

and the total number of packets transmitted. 

Residual Energy: It is the amount of energy 

remains in the nodes after the data 

transmission. 

Throughput: The throughput is the amount of 

data that can be sent from the sources to the 

destination. 

 Packet Drop: It is the number of packets 

dropped during the data transmission 
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4.3 Results & Analysis  

The simulation results are presented in the 

next section.  

Based on Attackers 

  In our experiment we vary the 

number of attackers as 1,2,3,4 and 5. 

                 

 

 Fig 2: Attackers Vs Delay  Fig 3: Attackers Vs Delivery Ratio 

          

      

 Fig 4: Attackers Vs Drop  

Fig 5: Attackers Vs Residual Energy 

  

 

 

 Fig 6: Attackers Vs Overhead 

Figures 2 to 6 show the results of delay, 

delivery ratio, packet drop, residual energy 

and overhead by varying the number of 

attackers from 1 to 5 for the CBR traffic in 

RFPON and EFIAR protocols. When 

comparing the performance of the two 

protocols, we infer that RFPON outperforms 

EFIAR by 14% in terms of delay, 54% in 

terms of delivery ratio, 69% in terms of drop, 

25% in terms of residual energy and 47% in 

terms of overhead. 

5. Conclusion 

In this paper, we have proposed Reducing 

False Positives using optimal node selection in 

MANET. Initially, the entire network is 

divided into smaller groups. In each group, a 

co-ordinator node is selected to handle all the 

group members. Then within each group, 

nodes with minimum security costs are 

selected. When a member node suspects its 

neighbor to be malicious, it sends a local 

alarm to its co-ordinator. Co-ordinator node 

collects all the local alarm sent by its group 

members and validates it. If the alarm is 

detected to be valid, then the co-ordinator 

node generates a global alarm and broadcasts 

it throughout the network. Thus, ensuring that 

the node selection process is optimal the false 

alarms raised in the network are also kept 

minimal. 
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